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Abstract

Tire pressure monitoring system (TPMS) can immediately warn drivers of tire pressure or temperature
problem. The driver can immediately know of a tire abnormality through a wireless radio frequency (RF) system.
Most traditional TPMS systems use a Sub-GHz wireless spectrum under 1GHz radio frequency to transmit data.
Although there are already cyclic redundancy checks (CRC) and Manchester Encoding configurations in
communication formats, these systems do not include frequency-hopping spread spectrum (FHSS) or data
encryption due to co-channel frequency interference. Using radio frequency noise reduction and power saving,
we used a bluetooth low energy 4.0 system and BLE4.0 to replace traditional TPMS RF communication. We also
adopted 128-bit advanced encryption standard (AES) mechanism to reduce problems with the TPMS system. The
low-power features of BLE4.0 reduced power demand significantly. Using the Internet of things (IoT) and power
saving ideas, this module can be integrated into vehicle devices through the Internet via BLE4.0 to provide

intelligent vehicle identification and management applications in the future.
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A EE S Rt TAEAE 2 BkiE AR 2.4GHz ISM (T3 ~ B2 ~ B2E2) JHEY(industrial scientific medical band,
ISM)[12] » JZ Fi5TH FL& B A IR AR B PR (40 3% - B - BRERIE (] - 2 S BRI AR R
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O > BAEUHIZSEL BLE4.0 > 3] i0S APP 51 TPMS FEF - L BLE4.0 3% HHVATRERESN - $ETHRIRE
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BLE4.0 () TPMS & 23 gt SR -
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L ERHE Sy 128bits » 128bits ERLE A 4%4 451 7720HEY1] > DA state array [y A7 485 - [& 3 Sy AES
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HEFTE - EEE LRI 52 55 2 /Y 2017 49 /7 13—30

So,0 So,1 So,2 So,3
S1,0 S1,1 S1,2 S1,3
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W 3 AES & X ¥ {~ state array

16
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Plain text Cipher text
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SubBytes InvShiftRows
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Ki —>» AddRoundKey Ki =—>»| InvMixColumns
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PH=C > BRI R iR BRI T 2 B AR & - MG AR RO ZE AR - BaN = TPMS E/jiﬁé?
Hhz TPMS » WS TR RIS — By » B (0 BE 70 BN 25 B Bl A 22 SR 8 - R ROy 5 e
AR ES MCU st HEEHE - MCU H7 B4R AR (ARG BARG R F BUR B N L BURES - B URes HIET
B ER -



HEFTE - EEE LRI 52 55 2 /Y 2017 49 /7 13—30 18

%1 ABS ECUA ¥ "3 R 4

IREE HIT1E C P
TS K o0 +605)- 600 +600)) o, mpeperes
SR () o0 +605)- (605 T 600)) ) gz
SR R () M“+“m;m”+“mkwo s
SRR L (B ) Mm*“”;““*“”kwa EnacE o
— [(605 + 605 )- (605 +600)]|

=0.1 CIR S
50 | TIEE &S

605 + 605 )- (605 + 605 .
I )50( )]I =0.0 A EE

PUERHEER R

:
BEIEAAA S B BEAR A B
=y

JJJ-JJ k\\-

RF Receiver

ASK/FSK & o A B

N

FE RL
A AR 2 Be BARRIE

W7 ERF]TPMSES 7 LW

HFAEMAR B 2R SRR - PSS TR e AREIE R AVESS - B ~ ARimek
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dt (6)
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e
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v(t) = [} a()dt ®)
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MCU "] LUE B AR E ADXL34S BN ESHIETE » & ¢ EEHEREILER » W B RS
HAE R E S MR L AL - EEsest AT A P AR AR - Y MCU BCHAACE. - LUBVEAMUEFE - ADXL345
HiR AR E RSB LA 32 45 ASEH(first in first out » FIFO) » A FIFAJK/D MCU FREE 256 &35 -
P (ERALRETHEE - ADXL345 AU HI iR U2 16bits Ay " FH%UE - 4N MCU pR 25 ] 18 5/
SEHVE B B E ADXL345 -

MPLI115A2 £ T Hi% EE 248 (MEMS)HI B ) EUHI2s 045 R 00IES - FIFI D ADC Ry - 3%
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0x60 > HEHAUH) LGA BPRIFE B & A ZE M ERAV IR E TRl -
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Convert
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B9 MPLI115A2 48 /s #2. 0]

2E& ¥ 3mSec
de 3k FH A7

AT BPATF R
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S R
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IR R B TTISHYVE 50 TPMS - ZEUZ(E AL SP37 HyR S AU R - w4/ MG - 8
DEEHIBHE R - EEEMMAGEEE - R FEVBEANZR > BERERLZER - QA ZimiarEr -
AWTFEEFI A BLE4.0 BLHEE G RHITI: - [B 10 RfEShfadhin - FIAE 11 [F TPMS BRI AT NS
» BT layout eatRikiE] 12 > HEE IR EE I HY BRI A2 nT Ty -

—_— Vi Tt 3V N-MOSFET#3% %]
—_ E3V CR2450N

P-MOSFET#% k4 B
— NC% A B 3k

w— /O & $ 4] TICC2541 SoC & K

MCU+BLE4.0
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ER
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; : b Tﬁ

Ho ik BB & R BEHREERAER
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ECHITTAR
Freescale MPL115A2 EIERHRE

18MHz crystal
. ADI ADXL345

Infineon SP370 TI CC2541 4K
B 11 & TPMS T plH-e * gLF B 12 TPMS E Rl 2 F HF

TPMS B RIFELHEES ] TICC2541 KeyFob [EFIEM G IEEMETT OSAL LLF £Z4i{F &y OSAL
E5 B @G E A VA E B (Eventy/E - —{E OSAL (£ e 15 [MEM - F—[EEHF
AISEE R LR BCERHE S » A TRAVE RHE AR DUE I S 3% 720 » BoHIIE4H A USRI (notify) J7 = -
NH APP EHERR 77 0EeET - phimAn G R E AR DL ASK/FSK 3251 TPMS B MR AV TS -

SETHYHRES F EAAFEHAY keyfobdemo.c, proxreporter.c, battservice.c FEZE » 13 BB R
EIASHITE] OSAL 4t E— E(RIE OSAL (ERSHIHE IR THRRSAZSY - 8 14 &y OSAL (£
TALE » —BRAEBTIF R SHE B IGIL - W5 ARTEE (IS BUE B A EIAY Service » A5
{EARY Service :HAEIFE(1) Proximity Reporter Profile : Fl[FH [ profile EELHIFELH#E A power save ;5 (2)
Accelerometer Profile @ Fl[F Il profile #2458 &t LA F Ef notify J7={{#H %] APP Iy » AWHZELAET—FIEE 1
{i&l byte FVERHHREE ~ faoft ~ EHER) -

Bk RV &k &
® % NEIKFE32M , 32k
® 4 ft cache pre-fetch

v
#1 d AR AR 3R T
® Interrupt off , LED off

*

#1745 b 58 B2 driver
® ADC.Timer,AES,DMA,KEY,LED

¥

#1456 1EOSAL NV system

v —>| £ 470SAL % %

F 4 ALOSALAFF5EC B
2

ELBEAE BE P By

v A 4
714516 7 AR ( Stop )

® # HEKEY interrupt

W13 A~ 45 1 AR W)
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LL ProcessEvent
Hal ProcessEvent Ed SM_ ProcessEvent
HCI ProcessEvent GAPRole_ ProcessEvent
2
L2CAP_ProcessEvent GAPBondMgr ProcessEvent,
GAP_ProcessEvent GATTServApp ProcessEvent
GATT ProcessEvent — KeyFobApp ProcessEvent
i v
EXZEN VK e S T (_stop )
W14 OSALZEHF #iifeH
%2 R ’?*i@ﬁmUUID%:
Type Type(#define) Hex/Text GATT server Notes
Permissions
0x2800 GATT PRIMARY 0xFFA0 GATT PERMIT _ BH4EHAEE ~ BEIA ~
_SERVICE UUID ACCEL SERVICE UUID READ B BHAGService
0x2803 GATT _CHARACT 0A(READ/WRITE) GATT _PERMIT _ EH@%@Z EL N
ER UUID Handle:0 READ T
UUID:0xFFA1
0xFFA1 None Handle 0 GATT _PERMIT _ EH@@ TR EE R R
HEEE L (1byte) READ/WRITE ZME
0x2901 GATT CHAR _US Handle.O GATT PERMIT _ fHilt=FEj
ER DESC UUID EEH(14byte) READ
T EEHEAHE BN B VAR EAR - BN nsfE® - B SIS E APP (i &Ry & (755

il - BE2F IR EA SIG &

# | GATT Service HY-ZIEIHEERY UUID » APP Eﬁi

CHIREAE Y% 38 > HIIDL Service UUID

E Ry i 78 1 T3 A0S » FF DUFF 0 (Characteristic) (F B {EHs 2tsR B - A5 A KeyFob E{f:HHY service

UUID FRHEESEI » 2 2 BB

#8E UUID 3% -

o=

RE =

TeHE gy UUID % > %2 3 BE0RHE Y UUID 3% > % 4 & power save

%3 FH @ UUID4
Type Type(#define) Hex/Text GATT server Notes
Permissions
0x2800 GATT_PRIMARY  0xFFAO0 GATT PERMIT  BH4GHGEE - Fail - &
"SERVICE UUID  ACCEL SERVICE UUID READ ABa#EService
0x2803  GATT_CHARACT  10(NOTIFY) GATT PERMIT B4 - fal - .8
ER_UUID Handle:0 READ BRI e 2
UUID:0xFFA3
0xFFA3  None HandleO None REEE ~ BGE ~ B
EOHIEDEH(1byte) BRAVFF A ﬂﬁ
0x2902 GATT_CLIENT_C  Handle:0 GATT PERMIT  B&FE - Bal - &
HAR CFG UUID  00:00(2byte) READ/WRITE @E@%ﬁ%ﬁ%
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%4 power save3 it UUID %

Type Type(#define) Hex/Text GATT server Notes
Permissions
0x2800 GATT _PRIMARY  0x1803 GATT_PERMIT_  [H%A power save
_SERVICE UUID  LINK LOSS_SER READ Service
VICE UUID
0x2803  GATT_CHARACT  OA(READ/no respond) GATT PERMIT_ power save %€ 5
ER _UUID Handle:0 READ BB E &
UUID:0x8888
0x8888 CUSTOMIZE_CO  Handle:0 GATT PERMIT_  power save X EMS
MAND UUID SEEEH(1byte) READ/WRITE  ‘Eif(E
0x2803  GATT_CHARACT  12(READ/no notify) GATT PERMIT_ power save %7E RN
ER _UUID Handle:0 READ BB E &
UUID:0x8889
0x8889 CUSTOMIZE DA  Handle:0 GATT PERMIT_  power save 3% EER
TA_UUID LR (1byte) READ 5
0x2902 GATT_CLIENT _C  Handle:0 GATT _PERMIT_  power save HJFFELE
HAR CFG UUID 00:00(2byte) READ/WRITE i

TS E (iPhoneS (1) APP)EIEh A Scan » HE AL BIENER - BEREIELIE 2 P&t EWHE
HHE HAE RS > APP & R EREERHE G UUID 28BS AR R BRHES » A RE e B R E T 182 »
APP B HIELH 6 F) i0S Device & EEESF B4R > 1.7 FVEkat & et Rz R S 255 L iPhone5
TR EPEENE - 4H T #EA power save (a4 BOHIBAH PR a7 20 Fh{%H#E A& power save mode >
BOHIEAH L APP 1Y EEH S 28 A BRI S & e 0.03 #hiicky 1.7 £ > i0S Device $1{T BLE 458 iy £ 57
(B 6 7 > EREAERIT 1 FEIPRR R AR s - S ARED A AHIT S DI ~ AN EE
TR R S A B T B B B MR E B S5 S AR -

N BN TPMS BEHIBAH R 224850 inlls - BRI 08 - HEEMENES) > BRI
RIVNVAB S - B REE AR rEIN R e - Pl E B R E R % PRREEE I -
B EERAVHFEE TPMS EHIAHATEHTEESS - HIEAR TPMS SPREE R8T - FEEEH G-Sensor 3
9% RAEmIEAEEI A R RS T REURES > AMmiaREE iSRRI REY - AR5 E
HIH o ARFEES I AR fERRfa AR IEBIG DL BLE FRERERE - Sl ilimiiEsE iPhones 5 - [& 15 M
LR 2 0 DL 10Q EBFHBLAEE S > DUFEEEHIIE 10Q SBIEFIHER - BRI E R DL 10 HEEs
B HFEER B 16 (EH = HEFRNERVFHRERR - A A0 E &N CR2450N (Y& & Fy 600mAh-
FIAZ10) ATE R B A F & -

_ SROTIREME] < SRIERU + PP < FEHERIT

A
/ PRih ©)
EWES
g@:ﬁl z?fz—A = HBARE
EgL/ {%ﬁﬁ HH Ilzf/:j%/)ﬁ (10)

BRI AH SR B R B FE R oo > 18 16 ~ 17 ~ 18 FyEfEdEmEMIE - SN(ADFEH-F8FEER
46.8uA - F(12)FEH CR2540N B85t 12820 /N » 4 534 K -

s 3.9m5 % 23.2mA + (2000ms - 3.9ms )x 1.6 uA

PEPHFEERT =46.8
SRR 2000ms HA o
ey 000 100 i = 534

46 .8 uA (12)
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W15 BLE} # % RE W

K Pos: 180.0ms

5 2 P EERE
FEHEEE T 1.6pA

A ——ln

Tek Al L St?

50.0mY M 500ms
22-May-14 21:43

®17 BLER # FIEpIF @

Tek =i & Stop r Pos: 400.0.0s
+

SMEEEE R 232mV/100Q=23.2mA-

=k
SIL
ik

k1 2.50ms I /
22—=May—=14 0117 < 10Hz

W19 BLE# & A #EF £ T innd

& Stop kM Pos: 400.0us
-

2.84ms 3E{H
EHEEE

M 1.00ms

W21 BLE:#f %13 Xi& » power saveill 3 & B i

W16 BLEF 34 T impl £ W

Tek

Tek

ik

F18

@ Stop M Pos: 400.0,us
+

+—  3.9ms B{fiE
' S

M 2,50ms CH1
22-May-14 01:16 10Hz

BLER 3% i f& & )
@ Stop r Pos: 400.0us
-

H 30ms FifELAE S
TFHEET 1.6pA.

lars .o

k1 10.0mns CH1 ./
22-May—14 01:18 =10Hz

F20 BLE:# %13 X i& » power saveill % F [§

Tek

P

Sl

@ Stop h Pos: 400.0.us
+

SHFEER 176mV/100=17.6mA-

J:

M 1.00ms CH1 7

F122 BLE:#® %18 X i& » power saveift 2% &
FHETRRER
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Tek AL & Stop M Pos: 440.0ms

5 1.7 HEB BT S,

THHEE T 1.6uA 51 SEEE.
HFHET 1.6uA.
Al
1 S00ms

22—-May—14 271:52

123 BLE:# % 13 i& » power saveill 3 B IR 5 78

M Pos: 0.000s

Tek i - Stup+

A———

3.28ms 5 1{F

AR

k1 1.00ms
22-rMay—14 21:56

24 BLEi# % {5 i » power saveift 33 i pF

B HEE{R RHE A power save FRZUMFERIM AT > (8 20 ~ 21 B 22 R)ffE e B MIIE - 3((13)
STEUSFEEFEEI 1.67TmA » IGIRREE4ERF 20 7 > 20 #01% BLE BoMIfR4H S #E A power save mode °

e 2.84ms x17.6mA + (30ms - 2.84ms)x 1.6 A

SPIHFERE -

=1.67mA

30ms

(13)

B HEEIR HE A power save IEFURBFEREAT AT - 8 23 ~ 24 ~ 25~ 26 81 27 RyMfErE it MlliE -
STRARIE] 17.042 F) > HEEBIE 10 ZXHEET 32.8ms - BRMELZE 17 RILET 42.84ms > FRHEEFH 16984ms -
(TP FERE T 95.8pA » F((15)15F CR2540N =5y 6263 /NEf - £9261 K -

pe, 32.8ms x26.2mA+25.2ms x16.8mA+16984ms x 1.6 uA

ALY R =76.9
/ JIL 17042ms /UA (14)
w0 9500 i = 325 %
76.9 uA (15)
Tel AR ® Stop* M Pos: 0.000s Telk Ankn L ] S‘top* M Pos: 0.000s
SEEEEIE 262mV/100=26.2m A
2.52ms+ -
‘ ErEE
M 1.00ms M 1.00rs

22-May—14 21:55
®25 BLE:# % {3 i& » power saveilt %%
FayFETRER

22-May—14 21:59
W26 BLE:# % {s:& » power saveF #L @3 pr &
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Tek oy @ Stop M Paos: 0.000s
-+

EFEEE 168mV/100=16.8m Av

g pi——

M 1.00rms H
22=-May=14 22:00

W27 BLEi# %1 i& » power saveF 4 @ 3% jj £ T ik ipl £ W

s |-, |
EABRATE |,
%A A e

X L
G RE A
B
R
BARAE [
%o A )|

FABBBHEF | KE

% AT ¥

REYT L

BERAEAR || REET
TR || @ mE g
a3 Es || FnEre

MR, e
REEABE |,
RS IE |,

-1 B&iR

A EMBATE

SR

LR

el e asa

il

. ;
1 Bs R

BRI AT h 3

AR ERE | FHBLEE 3|

lEases s

Tmarm |

APP =3k BLE B
HIFELE .

BLE BEIfR4E-

B30 BLEE Rl#reilt &5k &

DL ESTEHARE P R I B E o Sy B DL RIS AR E (I AG TR

F129 TPMS APP#.F )

W31 BLEE Bl#i-e% XM

26

Fk TPMS BIEIHRE T K

5t fik G-Sensor AR EORHE XA PRI R LUE & FHEIFE - 445G BLE SIS TR/ (received
signal strength indication, RSSI)3§%% BLE $EE AV ET )R - giaEskaTH B & &R BLE TPMS EE N4

AHGRETT & TPMS HYEMMFar R EE 5~7 FHIHE -
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ARIHZEHY TPMS 28235 APP 2245 iPhone5 » FI|F] Mac Xcode BH&E574& TPMS IHEEHY APP » [& 28
ks TPMS APP ZEHE - [t APP {fif§ BLE4.0 Framework /“E‘juxd‘ﬁﬁ"* Itt Framework B 52K BLE4.0
THEIERY APT > G5 AKEE BLE BRI AH I ERY UUID i35 - APP #RES S8R B HIEE4H > AILL BLE #Y
Device Name ZR& 77 » [&] 29 £ APP [E/RIhEEsRAHE] -

{EFHIE APP R /HSEBAEY iPhoneS FYBEZFE% (i » (B I T 2 ¥ 2%-{lil BLE B IS 4H (SBE 2P FC Y
#E » 351 BLE BORIEAHZ A APP ZREHE - 7Y APP FHASEDIREFARU » iPhone5 APP /& FHEHY &
1 EiEHRIFEESS BLE BONRAE - WERARL 120 PPAVImERNG A - BB IIRIEE R APP R &# BLE

ENHEAH AV EEREEIUE. - INRIRIFE AN - %5 BLE BRNIREAH IEAE S8 A BEREETUE. - HL 3 B RRatlUS BLas i1 241
7= APP T[LIGEH] » FIl APP &30 8% BLE B2 Nf54HAY Device Name » DAFI{&EEE R & (75851 - APP
R B R4S B AR) BT R BRRGIRAS » [ 30 Firom Ry &S IR AE -

't APP m][E]HF VU BLE EoHIMEAH » SHAEBERE VAN G AT ~ Gkl ~ /oikim - ISRl kT2
& APP 223 BLE B5HIf5i4H AT H 45 fmss - APP €7% 8 Service UUID(0x 1803 )fH#HE £ 0x8888 £l
0x8889 57x BLE B HIfS4HTE 20 Fh1&HE A Power Save f5, » #E45RCTNHY BLE BRI 4H gk o i 15 45 {1 2
\%:H ST /Jiii» HL‘E Htmm N /&%ié'ﬂ%ﬁ%iﬁ APP ?%L{Q °

TPMS B2 HIf4H BLEL 2285 mAay - 20lE 31 - & APP BAKEDNI4H BLEL BARY AR R &
FHEGIRG IS APP 2 E &R M NELH BLE F{EXRYER APP BLEEHIISEAH PRERELY 2~3 K-

BoNIE4H BLEL 15 5ERREER ~ FOR B EE B &R} - FEE R RILL 0.5 7 L fEFR #1245 APP » APP & 1.5
OB DR - WE T EBE BRI RS 0 K BERL 0.5 FUatieEs o DL MR a8 - FlE 32 €
H(16)F 1 iPhone5 )& A R E AL BLEL 24 AV E R BLELEER S -

gy _ BT
B = P .

&l 33 & APP =i 4CE Scan [@ - [& 34 2 —ffHzUT APP #U% BLE EZMIIRAHIE - APP gEf 1.5 FVIE
BT R A E BN AR IR RE R - 1] 35 Kol BLE BflIiSAHET SR E - APP RESJIERRAHERLR - It
ThAE A FHAR #lET TPMS B HIR4H 2 &5 7A ISR -

.

Bl 32 APP BliE4E < H 33 APP F45% % Scan
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W 34 APP #c BLE T #lH 2 F B 35 iBl:* BLE £ R H- e 875 F

iz~ %%

APP {7 BLE4.0 #zfl - B4 TPMS B NIFEAH 2 1T &RH A (ES] > APP A] IEREU S — S BRI 4R 1%
HAVEEEEE RIS, - B2 FHELE E RGN TPMS TIRE R K EHE(DEURIUEERAGHR L ~ Ra R B8 e
2 Q¥TinfasRBEES - SRES - VR RE S HRNBEHETGES Q) ERRinial VR ER
FREAREDR 5 (4)VUfHERRR 1D B2 (REQG AT ~ Gieds - Zoiely  ZoRinlEFEE s (5)UtERfaYt
R gTRERAG I TEEE - FiRERAG S O IERE - Al S B &S - RinsC R FIR T 5 (6)TPMS
EOHIBEH A EE M S dy 5~7 4F > FR4E A BLE4.0 IRIJFERFMEEL G-Sensor VA B 5 (7)TPMS B HIfE4H
HUEsETE RS A/ NI E S > AFsE TPMS BDHIFEAE DL TI CC2541 FEE - DRSS STHECHIES > 15
BEREEGT LT AT AL S E TPMS f 15 % 0 {2 PCB layout 3T ER ek - 558 BLE4.0 (17 TPMS
BERSAETETI1T o It TPMS Z4HVE 23 DA iPhone5 APP 555t » {#F] BLE4.0 @A 75 5u#h{T iPhone5 Bl
HIAHAVEE ZFBC E ] > L FEAE iPhone5 FBABIEEZFAEE » 48 APP B HIRAHA 2 Hm] » BEREIRIEA
PRAERESERERY - BRI EEERERE  SEREFTE TPMS R4 — %25 B2 H—1VBEEF
TELERS -
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